Lubricar Inc. Protocol


	Title
	18.  How to handle a credit card system down

	Objective
	In the event that the credit card system is not functioning normally, these steps will help ensure that the shop can still process credit cards & restore the credit card system.

	Responsibility
	The manager in charge, Either the SM or the ASM who is currently responsible for the operations of the shop

	Steps
	1. Contact POS Support 888-333-4767.  Discuss the problem with support.

2. Obtain a problem ticket number.

3. Call Lubricar Computer Guru and check for an outage. 

4. Obtain and send an email to Lubricar support.

5. If the problem is not fixed, then you will have to process credit cards manually.

6. Obtain voice approval # for each credit card transaction, by going into POS operations, credit card, and merchant information for voice approval, log in and obtain merchant ID # and phone number for the appropriate credit card, call # and get an approval number to be entered in the manual credit card process.
7. When collecting manual invoices and credit card information from customers, always record the entire card number and customer ID#, also keep credit card numbers in a secure location.  

8. Re-run all manual credit cards when the system is operational.

9. The manager is responsible for the destruction of all customer CC and ID information recorded. 
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