Lubricar Inc. Protocol


	 Title
	45. Steps for handling a FACTA claim

Fair Accurate Credit transaction Act

	Objective
	Minimize the risk of Identity Theft

Protect against unauthorized access to customer and employee information

	Responsibility
	Store Manager, Asst. Managers and other employees with access to customer and employee information

	Steps
	The practice known as "dumpster diving" provides identity thieves with a treasure trove of personal data. Irresponsible information disposal by businesses has been cited in numerous instances of fraud. Now under new FACTA provisions consumer reporting agencies and any business that uses a consumer report must adopt procedures for proper document disposal. The FTC lists employers as among those that must comply with the rule.

To read the FTC's full business alert about the disposal rule, see www.ftc.gov/bcp/conline/pubs/alerts/disposalalrt.htm. (Read more about the rulemaking process for this provision.) 

The Rule applies to records with information such as:

   Social security numbers

   Drivers license numbers

   Physical address or E-mail address

   Other documents to be destroyed,

a. Phone logs

b. Post-it notes 

c. Anything that contains personal information

d. Work estimates over 30 days old

e. None-hired job applications

All documents or items containing personal or critical information to be destroyed

Should be boxed and sent to the corporate office for shredding and disposal.
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